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Tinder spojevi, kafe s
prijateljima, detalji
kreditne kartice — Sta sve
Policijski dronovi: Mocni MUP-ovi softveri za
alati koji se koriste bez hakovanje telefona mogu
dovoljno nadzora da otkriju o vama

Softveri za obradu li¢nih
Policija Srbijenabavila podataka, potencijalna
softver sa opcijom za pretnja po privatnost
prepbznavanje lica gradana

Enkriptovani telefoni za Mapirana oprema za
EPS: Zastita 20 mobilnih prepoznavanje lica Sirom
placena blizu 230.000 Srbije: Pod nadzorom i
evra - skole, vrtici i pijace

Aleksa lesic. Filip Mirlovic




QRC Autonomous/ Lighthouse

Capabilities
Pescription: QRC Autonomous is @ wireless analyzer
designed for wireless network data collection on
GSM networks. It automatically detects control
channel activity and logs System (GSM, 802.11, etc.)
information. It requires no computer during the

~ collection phase and is designed £o that literally
3 iy - anyone can collect data and conduct analysis upon
-y retrieval.
Imitati Planning F Vendor: QRC Technologies
QRC Autonomeous Equipement Specifics: Protocols: GSM (Multi-Protocol), COMA-
GSM US 800/1900MHz, GSM European 2000

900/1800MHz, COMA-2000 850/1900MHz

* Complete Decoding/Encoding of Control Q_O_Q

Channel Messages Cost: $35,995.00

* Software upgradeable

ety Approval: Title 10

* Data Logging on Removable CF Card
* Rugged Design; Ethernet enabled
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32400000-7 — Networks

32410000-0 — Local area network

32420000-3 — Network equip ment

32430000-6 — Wide area network

32440000-9 — Telemetry and terminal equipment

32500000-8 — Telecommunications equipment and supplies
32510000-1 — Wireless telecommunications system

32520000-4 — Telecommunications cable and equipment

3512 — Video identification systems, security equipment and
surveillance devices, sensors, detectors

35220000-2 — Anti-riot equipment

35412400-9 — Reconnaissance and patrol vehicles

35631100-7 — Communication satellites

357 — Military electronic systems, electronic intelligence systems...
35700000-1 — Military electronic systems

35710000-4 — Command, control, communication and computer
systems

35711000-1 — Command, control, communication systems
35712000-8 — Tactical command, control and communication
systems

35720000-7 — Intelligence, surveillance, target acquisition and
reconnaissance

35721000-4 — Electronic intelligence system

35722000-1 — Radar

35723000-8 — Air defence radar

35730000-0 — Electronic warfare systems and counter measures
384 33300-2 — Spectrum analyser

388 — Remote control systems

42961300-3 — Vehicle location system

48000000-500000 — Software packages

48314000-2 - Voice recognition software package

48510000-6 — Communication software package

48614000-5 — Data-acquisition system

503 — Maintenance/repair of computers, devices,
telecommunications, IT equipment

506 10000-4 — Repair and maintenance of security equipment
642 — Telecom services, telephony, SMS messaging, GPRS
71700000 — Surveillance and monitoring services

72000000-5 — IT services, app development, Internet services and
support

722 — Software development services, programming of various
applications and antivirus tools

72231000-3 — Development of software for military applications
72262000-9 — Software development services

73421000-9 — Development of security equipment

75240000-0 — Services in the area of public safety, law and order
797 — Investigation and security services, detective services...
806 — Defense and security-related services and training for
equipment




32360000-4 — Intercom equipment
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Institutional overreach

Leadership backgrounds
can signal surveillance
agendas

Foreign influence

@The Panopticon Effect

Supply chain

Fear of reputation damage
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invasive tech use
Institutional overreach

Leadership backgrounds
can signal surveillance
agendas

Foreign influence

@The Panopticon Effect

Supply chain

Fear of reputation damage

software,” “data extraction,
system,” “geo-locator,” “surveillance
terminal”

Nouns: "interception", "identification",
"digital forensics", "direction finding
(goniometry)", "profiling"

Look for company names
& product models



CYBERSIM

KOHKYPCHA OOKYMEHTALUJA
3a NnoAHoLLEHE NOHYAa Y OTBOPEHOM MOCTYMKY
3a jaBHy HabaBky nobapa
6p. JH/1000/0407/2019 (1296/2019)

CodrBep 3a 3aWITUTY MOOUNHUX TenedoHa

KOMMUC|

ENC

KOHKYPCHA AOKYMEHTALIMJA
3a nogHolleHe NMoHyAa Y OTBOPEHOM MOCTYNKY
3a jaBHy HabaBky fobpa
6p. JH/1000/0340/2019 (213/2019)

Ayaovo v gurutanHa onpema

KOMUCUJA
23 cnnorRahewe JH/1000/0340/2019 (213/2019)



ommissioner —
* Equipment Exp
* Police OSINT (Open-
* Private Detective and Security Agencies
* Arms Fairs and Military Expositions
* Dual-Use Technology Companies
e Relevant Sources (e.g., Intelligence Online, Citizen Lab,
Privacy International etc.)
e TSCM (Technical Surveillance Countermeasures)
* Reverse Engineering Techniques/Forensics
* Leaks
 FOIA
* Sources



1. All applications for export licenses of dual-use goods to Serbia, including end-user certificates. This should include the complete content of the applications, descriptions of the goods, the identities of the end-users, and any other associated data.
2 Allissued export permits for dual-use goods to Serbia. This should include the complete content of the permits, details of the goods, the end-users, and any conditions or restrictions imposed.

3. Reports on the exports of dual-use goods to Serbia. This should include detailed reports, descriptions, quantities, and values of the goods exported.

4. Delivery verification certificates for dual-use goods exported to Serbia. This should include the complete content of the cerificates, confirming the receipt of the goods by the end-users in Serbia.

This request specifically pertains to dual-use goods categories outlined in the following document. EU Dual-Use Regulation.

The categories of inferest are:

» 5A001 e.1 and 5A001 e.2: Radio direction finding equipment and specially designed components.

« 5A001 f.1, bA001 £.2, 5A001 f.3, and 5A001 f.4: Mobile telecommunications interception or jamming equipment and monitoring equipment.
« 5A001 g: Passive Coherent Location (PCL) systems or equipment.

« 5A001 j.1 and 5A001 j.2: Systems or equipment for the surveillance of communications over Internet Protocol (IP) networks.

« 5B001 a, 58001 b.1, 58001 b.2 (a-d), 5B001 b.3, and 5B001 b.4: Telecommunications transmission or switching equipment.

« 5D001 e.1 and 5D001 e.2: Software for monitoring or analysis by law enforcement.

« GAOD05 g: Laser acoustic detection equipment.
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