
"The Dork Web”

Who's afraid of 
OSINT and 
Dorking? Don't be!











• Kaiyun Sports is the 
official Asian sports 
betting partner of 
Chelsea, Real Madrid, 
Aston Villa, Inter, Milan, 
Borussia 
Mönchengladbach and 
the Argentinian FA. 

• Our question was: who
and what are the people 
behind ‘Kaiyun Sports’?



We were able to find 
out by using some of 
investigative 
journalism’s most 
basic tools, starting 
with publicly-
available online 
databases. In this 
example, the UN’s 
registry of 
trademarks, WIPO.



Reversing the search, we could see that BOE 
Technology also owned the trademarks of 
multiple other illegal Asian-facing sports 
betting platforms, many of which were 
partners of famous European clubs.

As we had long suspected, the names we’d 
seen on football jerseys were not the names 
of companies, but of brands which were all 
part of the same portfolio.



The next question was: in which 
territories does Kaiyun operate? 

Another free, publicly-available database,  
Similarweb, gave us the answer. Kaiyun
operates primarily in China, where betting 
on sports is illegal and can even constitute 
a criminal offence punishable by large 
fines and prison sentences.



Who was ‘Sancho’, the 
mysterious ‘CEO’ of Kaiyun, 
AYX, Leyu, AOA and other 
sports betting brands 
associated with 
BOE Technology?



To find out, we used 
another basic investigative 
tool: facial recognition 
software PimEyes.



PimEyes lead us to his social media 
accounts.  A few clicks were enough 
to find out his identity. 

‘Sancho’ was Sanjar Karataev, a 
Kirghiz-Australian bi-national who 
had trained in dentistry at the 
Univeristy of the Philippines, 
Manilla. 

Kaiyun and the others BOE brands 
had employed him to cover their 
tracks.



This is Dean Hawkes, ‘CEO’ of 
another sports betting operator 
related to Kaiyun, Yabo, who signed 
former Liverpool FC captain Steven 
Gerrard as a brand ambassador.



PimEyes had no 
trouble finding other 
pictures of Dean 
Hawkes.



Dean Hawkes – his real name –
was a British national living in 
Shanghai, where he worked as 
a male model.



How to extract the most power 
from a search engine? Thanks to 
‘dorking’. 

This is how we used it in another 
ongoing investigation, this time a 
Miami-based investment fund 
called 777 Partners, whom we 
knew had been involved in 
multiple courts cases in the USA. 
One of them involved another 
company called ‘Mediamonks’



The basic search terms are the 
same, but the results are not. A 
basic  “allintext” dorking filter 
immediately led to the hoped-for 
web page: the court proceedings 
which implicated both parties.





A beginner’s 
dorking

‘cheat sheet’



Spot the difference



Using the same “filetype:pdf” 
filter also proved precious in 
our investigation into Asian-
facing illegal sports betting 
operators.



The pdf which came first in the 
dorked search gave us the name of 
Yabo’s owner: Tianyu Technology 
INC as well as its address in Makati 
City, Philippines.





How OSINT 
helped us in the 
BK8 cyber slavery 
investigation 



BK8 is Aston Villa FC’s main sponsor 
for the 2023-24 season. But how 
could we prove that it was an illegal 
operator linked with Victory Paradise, 
a notorious Cambodian cyber slavery 
compound, as sources had told us was 
the case?

First, we needed to establish which 
country BK8 operated in, which we did 
by using SimilarWeb. The results were 
unambiguous.



Using ExpressVPN, we could access the geo-
blocked BK8 website from its No. 1 market, 
Malaysia. 

This enabled us to establish that some of their 
content, such as their ‘Sexy Baccarat’ game, 
originated from a company, AE Gaming, whose 
owners are currently on trial in Taiwan for 
fraud and money-laundering on a huge scale.



The next step was to find out who were 
the owners of BK8.

The United Nations’ WIPO database 
showed that the BK8 trademark was 
owned by a company called “Black Hawk 
Technology Co. Ltd”.

BK8’s links with Black Hawk Technology 
Co. Ltd  were confirmed by a footnote we 
found in the Terms & Conditions of a web 
page set up by their Isle of Man-based 
“White Label” agency, TGP Europe, which 
had acquired a gambling licence for BK8 in 
Great Britain. 

T&Cs must include verifiable corporate 
information which is often unavailable 
elsewhere.

This page was taken offline shortly after 
our story was published in Josimar.



Searches on publicly available 
databases such as the British, 
Maltese and Cambodian 
registries of companies as 
well as OpenCorporates
quickly led us to one 
individual, who was named as 
a director in all of Black Hawk 
Technology entities, a 39 year 
old Malaysian national called 
Ooi Cheah Hoong.



Focusing our search on Ooi Cheah Hoong, 
we found out that he was also named as 
the director of another Cambodian 
company, “Black Sire”, which was registered 
at the same address as “Black Hawk 
Technology Co. Ltd” in Sihanoukville, 
Cambodia. 

The two had to be linked.



Searches on social platforms 
such as Facebook and LinkedIn 
led us to job recruitment ads 

posted by Black Sire.

All of these ads requested 
applicants to contact an 
address given as Victory 
Paradise, home to one of 

Cambodia’s most infamous 
cybercrime compounds. 

The circle had been closed. 
We had found proof of what 
our sources had told us and 

could publish our story.



• A new assistant: Google’s beta version of AI programme
Gemini Advanced.







In other words – don’t 
believe everything that 
you read.

(Especially if it is AI-generated.)


