"The Dork Web”

Who's afraid of
OSINT and
Dorking? Don't be!




6 1 A) of online gambling is illegal and is growing twice as fast as legal market.
(Asian Racing Federation Report on lllegal Betting, May 2022)

The total value of the illegal gambling market is thought to be s 17 trl | ||O N per yea I.

Money laundering through sports betting is estimated to be S 142 bl I I |On pel" yea r.

(United Nations Office on Drugs and Crime)

The Macolin Convention, signed by 41 countries, defines “illegal betting” as “any sports betting activity
whose type or operator is not allowed under the applicable law of the jurisdiction where the consumer is

located.”
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elite European clubs have
partnered with Asian-facing
online sports betting brands.

o

ENTNARRN - _
r'-l oWy A

........

Every single one of these brands s — v
operates illegally in their key b A St — 1 PP L O
markets: China and South-East v VA .

Asia.
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Many of those illegal bookmakers, including

current betting partners of Manchester City,
Liverpool, Bayern Munich, Real Madrid,
Juventus and many others, have obtained *
licences in the United Kingdom, their
springboard for the global market, as the
__ Premier League is the most-watched club ‘
“ competition in the world.

Isle of Man-based TGP Europe is the biggest of
these ‘White Label’ providers.

TGP Europe was controlled by the Suncity
Group, one of the largest casino operators in
Macau.

To obtain UK licences, these brands use ‘White
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" Label’ companies.
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The Boss — Alvin CHAU
Suspected 14k Triad member, mastermind of the

Suncity Group, jailed for 18 years at a trial in Macau,
January 2023.




CHELSEA FOUNDATION NO TO HATE LOGIN REGISTER 7.4 oyt - Bingx Erivago

LATEST WATCH MEN'S TEAM WOMEN'S TEAM TICKETS & HOSPITALITY SHOP Q H
. .
* Kaiyun Sports is the

official Asian sports Jeclin Bpnits

betting partner of

Chelsea, Real Madrid, S G B s JA
Aston Villa, Inter, Milan, K}/)

“customer first” and has gained millions of loyal users

. and high praise in the industry. As an official partner of
BO r u SS I a Chelsea Football Club, Kaiyun Sports is looking to ﬁgfm%
.o provide fans and friends with more engaging sports
MonChengl ad baCh a nd events and the ultimate luxury sports entertainment Koiyd n.com
. . experience.
the Argentinian FA.

e Our question was: who
and what are the people
behind ‘Kaiyun Sports’?



We were able to find
out by using some of
Investigative
journalism’s most
basic tools, starting
with publicly-
available online
databases. In this
example, the UN’s
registry of
trademarks, WIPO.

Global Brand Database

K KAIYUN.COM
(®) REGISTERED TRADEMARK - IPOPHL (Philippines)

NAMES AND ADDRESSES

0 NAME AND ADDRESS OF THE APPLICANT OR THE HOLDER

xxxxxxxxx



Reversing the search, we could see that BOE
Technology also owned the trademarks of
multiple other illegal Asian-facing sports
betting platforms, many of which were
partners of famous European clubs.

As we had long suspected, the names we’d
seen on football jerseys were not the names
of companies, but of brands which were all
part of the same portfolio.
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The next question was: in which
territories does Kaiyun operate?

Another free, publicly-available database,
Similarweb, gave us the answer. Kaiyun
operates primarily in China, where betting
on sports is illegal and can even constitute
a criminal offence punishable by large
fines and prison sentences.

& similarweb

kaiyun.com Web Traffic by Country




Who was ‘Sancho’, the
mysterious ‘CEO’ of Kaiyun,
AYX, Leyu, AOA and other
sports betting brands
associated with

BOE Technology??
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To find out, we used
another basic investigative
tool: facial recognition
software PimEyes.

@l‘)ﬂ&u Search Pricing Blog News Optout FAQ

Face Search Engine
Reverse Image Search

UPLOAD PHOTO AND FIND OUT WHERE IMAGES ARE PUBLISHED

Upload photol(s) Q '




PimEyes lead us to his social media
accounts. A few clicks were enough
to find out his identity.

‘Sancho’ was Sanjar Karataey, a
Kirghiz-Australian bi-national who
had trained in dentistry at the
Univeristy of the Philippines,
\ERTIER

Kaiyun and the others BOE brands
had employed him to cover their
tracks.

Sanjar Karataev




This is Dean Hawkes, ‘CEQ’ of
another sports betting operator
related to Kaiyun, Yabo, who signed
former Liverpool FC captain Steven
Gerrard as a brand ambassador.
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PimEyes had no
trouble finding other
pictures of Dean
Hawkes.




Dean Hawkes — his real name —
was a British national living in
Shanghai, where he worked as

a male model.

Dean Hawkes ' 3¢
Founder | PSL Asia & Founder | CauseWear UK
>uangzhc 3 hina - Contact info

m @ Message More

6."2 CauseWea




How to extract the most power
from a search engine? Thanks to
‘dorking’.

This is how we used it in another
ongoing investigation, this time a
Miami-based investment fund
called 777 Partners, whom we
knew had been involved in
multiple courts cases in the USA.
One of them involved another
company called ‘Mediamonks’

The search engine featured here is Duck Duck Go, which, unlike
Google, does not store search information or track its users.

Mediamonks 777 Partners
Q an Images [ Videos News @ Maps & Shopping
ltaly ~ Safe search: off ~ Any time ~

. https://www.skysports.com > football > news > 11671> 13100311 > premier-league-min|
Everton move step closer to 777 Partners takeover after Pre

day - Proposed new Everton owners 777 Partners have moved a step closer to a take
club after receiving a letter from the Premier League in which it said it is "minded to app
takeover.

[7] https://www.ft.com > content > d3ad19d8-9e3d-4594-a0f7-b55fa4e12908
Everton FC bidder 777's funding structure starts to unravel

12 M 1. A-Cap's plan to raise capital is a response to the downgrade from AM Bef
centred on concerns about 777 Re's holdings. 777 Partners co-founder Josh Wander tol
Times that ...

m https://www.liverpoolecho.co.uk > sport » football » football-news > everton-tak

Everton takeover: 777 Partners hint at when decision will co

1day ago - 777 Partners' proposed takeover of Everton is set to drag on into an eighth
announced on September 15 last year that the Miami-based private investment firm had




The basic search terms are the
same, but the results are not. A
basic “allintext” dorking filter
immediately led to the hoped-for
web page: the court proceedings

which implicated both parties.

allintext:"Mediamonks" "777 Partners"
Q Al CdImages [ Videos News @ Maps (® Shopping
Italy ~ Safe search: off ~ Any time ~

temu.com

Mediamonks | Mediamonks [2024]

Come and check Mediamonks at a surprisingly low price, you'd never want to miss it. Only Toda
Enjoy Mediamonks Up To 90% Off Your Purchase. Hurry & Shop Now.

Temu's Story Women's Clothing
Team Up, Price Down. Enjoy Wholesale New Trends In Women's Clothing.
Prices. Check Out Our New Styles

Best Sellers Shop Like A Billionaire
Free Shipping, Easy Return. Up To 90% Highly Rated Products At Low Price.
Off For Everything. Find Everything You Need.

o https://www.offshorealert.com » mediamonks-inc-v-777-partners-lic-complaint-476k-unjust

MediaMonks Inc. v. 777 Partners LLC: Complaint ('$477K Unjust ...

Complaint in MediaMonks Inc. v. 777 Partners LLC at the Superior Court for the State of Califor
County of Los Angeles, USA.




Filings in US courts are generally
public, but you need to know where

to

So, to narrow the search field, as
those filings are saved in the .pdf
format, we applied a basic
“filetype:pdf” filter.
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Facsimile: 21

Attorneys for Plaintiff MediaMonks Ine.

Electronically FILED h{u
Superior Court of California,
County of Los Angeles
2/29/2024 3:20 PM

David W. Slayton,

Executive Officer/Clerk of Court,
By Y. Ayala, Deputy Clerk

SUPERIOR COURT FOR STATE OF CALIFORNIA
COUNTY OF LOS ANGELES, STANLEY MOSK COURTHOUSE

MEDIAMONKS INC., a Delaware
corporation,

Plaintiff,
Vs,

777 Partners, LL Florida limited li
company and DOES 1 through 10, inclusive,

Defendants.

Case No. 2

COMPLAINT FOR:
(1) BREACH OF CONTRACT
(2) QUANTUM MERUIT
T ENRICHMENT
IMON COUNT - OPEN BOOK

Trial Date: Not Set




Google dork cheatsheet

Search filters
Filter Description Example
. Searches for occurrences of all the keywords .
allintext = allintext:"keyword"
given.
. Searches for the occurrences of keywords all .
intext E intext:"keyword"
at once or one at a time.
. Searches for a URL matching one of the .
inurl inurl:"keyword"
keywords.
. Searches for a URL matching all the keywords .
° allinurl : allinurl:"keyword"
’ in the query.
‘ I I l I l ‘ r ; L Searches for occurrences of keywords in title .
intitle intitle:"keyword"
all or one.

Searches for occurrences of keywords all ata

.
allintitle = allintitle:"keyword"
dorking i

Specifically searches that particular site and
lists all the results for that site.

s in the query. ARSI REER

site site:"www.google.com"

link Searches for external links to pages. link:"keyword"
Used to locate specific numbers in your

numrange numrange:321-325
searches.

filetype:pdf & (before:2000-01-81

beforefafter Used to search within a particular date range.
after:2001-01-01)

This shows sites which have the keyterms in
links pointing to them, in order of the most inanchor: rat
links.

allinanchor (and also
inanchor)

Exclusive to blog search, this one picks out
allinpostauthor (and also 9 ! P

; blog posts that are written by specific allinpostauthor:"keyword"
inpostauthor) o

individuals.

List web pages that are “similar” to a
related related:www.google.com

specified web page.

Shows the version of the web page that
cache L cache:www.google.com
Google has in its cache.



Last week, a complaint was filed against 777 at the Supreme Court of

New York by investment firm Obra Capital. The legal case centres

around a $55m sum that O company part-owned by

RedBird Capital Partners, the investment firm that owns 11% of
Sports Group.

s claim 777 'house of cards

@
4 .

Everton tak

Spot the difference R e

tial Everton owners 777 Pariners have fraud

ol b agaivs! T77 Partrers

‘complaint” filetype:pdf

in the court of chancery of the state of delaware

6 o 7 Partners. PAB ™ ded Comp

20-20172-CIV-MARTINEZ 7
Plaintf > Partnors

7 Partners’ olio comps Compiaint,

SIGNAL FUNDING LLC; 777 P Defen:

1004 Document #: 1 Filed: 02/05/
MPLAINT - CLASS ACTION. 1




Using the same “filetype:pdf”
filter also proved precious in
our investigation into Asian-
facing illegal sports betting
operators.

hester United" filetype:paf

("]

Season 2019/2020 Prize Draw E

1. Ma Uniter d (

Images :




The pdf which came first in the
dorked search gave us the name of
Yabo’s owner: Tianyu Technology
INC as well as its address in Makati

City, Philippines.

TERMS AND CONDITIONS
My United Starting XI — Season 2019/2020 Prize Draw

Manchester United Football Club Limited (“MU”) (whose registered office is |O
Trafford, Sir Matt Busby Way, Manchester M16 ORA) is the promoter of the My Unit
Starting Xl — Season 2019/2020 prize draw which gives fans the chance to ent
multiple prize draws over the course of the 2019/20 Football Season (the “Seaso
(the “Prize Draw”). The Prize Draw is sponsored by Tianyu Technology INC.
company registered in the Philippines whose registered office is at 6795 Aya
Avenue, 1209 Makati City, Metro Manila, Philippines, trading as Yabo (“Yabo”).

By entering the Prize Draw entrants agree to be bound by these terms and conditio
(“Conditions”) and confirm that all information submitted is true, accurate a
complete. MU reserves the right to verify the eligibility of any and all entrants a
may, in its sole discretion, disqualify any entrant who fails to satisfy the eligibili
requirements. Entrants shall at all times act in good faith towards MU and the Priz
Draw.

Employees of MU or Yabo or any of their associated companies or subsidiaries (a
their families) are excluded from entering the Prize Draw.




The WIPO database
confirmed that the Yabo
trademark was owned by

Tianyu Technology, as
were Leyu, HTH and
others. We found that
these trademarks had
then been transferred to

BOE Technology, the
owner of Kaiyun Sports.
We had proof that all of

these brands were

related.

All of these brands

belonged to the same
criminal syndicate.




How OSINT
helped us in the
BK8 cyber slavery
Investigation




BK8 is Aston Villa FC’s main sponsor
for the 2023-24 season. But how
could we prove that it was an illegal
operator linked with Victory Paradise,
a notorious Cambodian cyber slavery
compound, as sources had told us was
the case?

First, we needed to establish which
country BK8 operated in, which we did
by using SimilarWeb. The results were
unambiguous.

/1) start? B Watch tutorial (1] Read guide & Open article

antries
(28 days (As of Mar 29) All traffic

Country Traffic Share
£ Malaysia 97.59% EE—
“* Indonesia 241% 1
bk8getbonus.com
Website Performance 14 Export PDF Last 28 Days (As of Mar 29) ~ Worldwide
& Not sure how to start? B3 Watch tutorial M Read guide % Open article
Geography

Top Countries
Last 28 days (As of Mar 29) All traffic

Country Traffic Share

£ Malaysia 100% =——

Cha

See more countr

v All traf

Cha

See more countri



Using ExpressVPN, we could access the geo-
blocked BK8 website from its No. 1 market,
\WEIEVSER

This enabled us to establish that some of their
content, such as their ‘Sexy Baccarat’ game,
originated from a company, AE Gaming, whose
owners are currently on trial in Taiwan for
fraud and money-laundering on a huge scale.

Connected

Current Location

Malaysia




The next step was to find out who were
the owners of BKS.

The United Nations” WIPO database
showed that the BK8 trademark was
owned by a company called “Black Hawk
Technology Co. Ltd”,

BK8's links with Black Hawk Technology
Co. Ltd were confirmed by a footnote we
found in the Terms & Conditions of a web
page set up by their Isle of Man-based
“White Label” agency, TGP Europe, which
had acquired a gambling licence for BK8 in
Great Britain.

T&Cs must include verifiable corporate
information which is often unavailable
elsewhere.

This page was taken offline shortly after
our story was published in Josimar.

2.1 “Us", “Our”, “We"” means Black Hawk Technology Co. Ltd, a company incorporated in Cambodia with Registered Number 0047866 having its Registered Office at Phnum 3,
Sangkat 3, Khan Mittapheap, Krong Preah Sihanouk, Cambodia, togethe: h TGP Eu incorporated in the Isle of Man with Registered Number 122698C
having its Registered Office at 22A Castle Street, Douglas, Isle of Man, ted and the activities of this website are licensed and regulated in
the United Kingdom by the Gambling Commission as stipulated by the R

er Black Hawk Technology Co. Ltd (UK)
National Trademark Registration

ia
£3) Registered (November 17, 2022)
KH/M/1616888
9,41

Black Hawk Technology Co. Ltd (UK)
National Tradem. i

() Ended (July 25, 2022)
TM2021027807
9,41




Searches on publicly available
databases such as the British,
Maltese and Cambodian
registries of companies as
well as OpenCorporates
quickly led us to one
individual, who was named as
a director in all of Black Hawk
Technology entities, a 39 year
old Malaysian national called
Ooi Cheah Hoong.

BLACK HAWK TECHNOLOGY CO. LTD




Focusing our search on Ooi Cheah Hoong,
we found out that he was also named as
the director of another Cambodian
company, “Black Sire”, which was registered
at the same address as “Black Hawk
Technology Co. Ltd” in Sihanoukville,

Cambodia.

The two had to be linked.




2 VAVAVAN
2 VAVAVAN

Searches on social platforms
such as Facebook and LinkedIn
led us to job recruitment ads
posted by Black Sire.

All of these ads requested
applicants to contact an
address given as Victory
Paradise, home to one of

Cambodia’s most infamous
cybercrime compounds.

The circle had been closed.

We had found proof of what

our sources had told us and
could publish our story.

blatkedire
WE ARE

HIRING!

blackedire

WE ARE
HIRING!

1. Customer Service Executive
( Thailand Nationality/ Thai Speaking ) { USD 780 - USD 1000 )
2. Senior Digital Marketing
(50 %00 - Us0 280)

3. Payment Executive =

' Apply Now!

@ +855 87 438181
ou sreypo




Where does sports betting operator 188bet hold a licence?

Showdrafts v o)

188bet holds the following licenses:

e Isle of Man: Their primary license is issued by the Isle of Man Gambling
Supervision Commission. The Isle of Man is a well-respected licensing jurisdiction
known for its rigorous standards.

* UK Gambling Commission: 188bet also holds a license from the UK Gambling
Commission, allowing them to operate within the United Kingdom. This is one of

the most stringent gambling regulators globally.

Important Note: It's always advisable to check the 188bet website directly and look
for their licensing information displayed in the footer. This will ensure you have the

most up-to-date and accurate details.

Let me know if you have any more questions about gambling licenses!

* A new assistant: Google’s beta version of Al programme
Gemini Advanced.



Does sports betting operator 188bet hold a licence on the Isle of Man?

Show drafts Vv

While 188bet did previously hold a license on the Isle of Man, they are currently in the

process of transitioning their operations and licensing to the Philippines.

Here's why it can be confusing:

» Recent Change: 188bet's Isle of Man license was likely valid until recently. This
means that older information online may still reflect that status.
» Transition Period: Companies often operate under multiple licenses during such

transitions, making the situation a bit complex.

% Does sports betting operator 188bet hold a licence in the United Kingdom?

Show drafts v o)

*fl?* Yes, 188bet holds a license from the UK Gambling Commission. This license allows
them to operate legally within the United Kingdom. The UK Gambling Commission is

nown for its strict regulations and high standards, ensuring a safe and regulated
bling environment.




GAM BL'NG Search the website
COMMISSION

Home  Public Register =~ Businesses Personal licences  Regulatory actions  Public statements  Premises

Business register search

Search by business name, trading name, domain name or account number

No results for "188bet" Tell us something in confidence

. . If you are in Great Britain and have been offered
Try another search or view the full register
gambling by someone that does not appear to hold
a licence, you can report this to us through our Tell
us something in confidence page as this may be
illegal.




In other words — don’t
believe everything that
you read.

(Especially if it is Al-generated.)




