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Facebook-databreach
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Facebook-databreach
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From Mark’s phone number to…
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… some of Mark‘s e-mail-adresses

Skopenow: phone number plus name

Another 15 phone- numbers &16 e-mail-addresses,

including

mark@chanzuckerberg.com

m.zuckerberg@fb.com

zuck@fb.com

mark@facebook.com

mark.zuckerberg@fb.com

mzuckerb@fas.harvard.edu
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Where to go with Mark’s e-mail-address?

epios:
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Where to go with Mark’s username?

whatsmyname.app:
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Data from databreaches
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https://leak-lookup.com/

https://leakpeek.com/

https://breachdirectory.org/passwords.html

https://eyeofgod.global/ https://leakcheck.io/

https://github.com/jdiazmx/karma/tree/dd49cace6f68772397a66b04860c10a93f4eb

505

http://xjypo5vzgmo7jca6b322dnqbsdnp3amd24ybx26x5nxbusccjkm4pwid.onion/

http://4wbwa6vcpvcr3vvf4qkhppgy56urmjcj2vagu2iqgp3z656xcmfdbiqd.onion.pet

https://leak-lookup.com/
https://leakpeek.com/?fbclid=IwAR2s1GHColU6Xl1jIfURgie8aAx9THRKfaAfar8aKp_sx9rwx9Epw4UZYdM
https://breachdirectory.org/passwords.html?fbclid=IwAR2s1GHColU6Xl1jIfURgie8aAx9THRKfaAfar8aKp_sx9rwx9Epw4UZYdM
https://eyeofgod.global/?fbclid=IwAR0WfsNEYZmrPAw_LFYw8Fmy7md5ymvWfZG-mT2dq55rD3PSgRk7XbAyLCw
https://leakcheck.io/?fbclid=IwAR2D31kWNN4cbnjem1iRtoFcSjT0RA3WjJZ_vKdhsKpKBOsKQHi5nDyOOxA
https://github.com/jdiazmx/karma/tree/dd49cace6f68772397a66b04860c10a93f4eb505?fbclid=IwAR0NXFu6-R1zkQq3GcJ8_I7s_hf6ZQCdAB56rXtZIW_RjCm8ILzkeIZUhtM
http://xjypo5vzgmo7jca6b322dnqbsdnp3amd24ybx26x5nxbusccjkm4pwid.onion/?fbclid=IwAR0SKWb9AgteMWd7I4OarkJu0w7LSZaPMAz2Djb2oIYMTx8QKz9y8znVPEQ
http://4wbwa6vcpvcr3vvf4qkhppgy56urmjcj2vagu2iqgp3z656xcmfdbiqd.onion.pet/search?s=1141466387


• biggest people search engine worldwide

• more than 3 billion profiles

• stopped offering access to journalists

in Europe due to GDPR regulations





- Skopenow

- Forgotten-pw-Trick

- Guessing

- Pipl

- Lusha

- Signal hire

- Rocket reach

- Contact out
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Where to get phone numbers and   

email addresses?
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- Ebay classifieds

- (forgotten-pw-trick on 

several services)

Additional sources for phone numbers



Find names and usernames with:

Snapchat – WhatsApp











Find names and usernames with:

Snapchat – WhatsApp - Telegram



 Create a new contact with the phonenumber in telegram

 Open the contact – and delete it. You‘ll see the name of the
user





Check emailaddresses using

Skype





Check emailaddresses using

Skype

Google hangouts

Epieos



Identify usernames in social media profiles, data breaches, 
mailadresses

Find more profiles and information with

whatsmyname, Skype, paypal.com/paypalme/username
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A bit more one skopenow
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Examples
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What skopenow does…
 … checking people 

databases

 … checking social media

 … checking broader web 

content

My summary:

Usually it does within 

minutes most what I do 

within the first hour of 

investigating a person

Recent additions include…

 … data from the darknet incl. 

passwords

 … databases on car 

registration

 … reverse image

 … marriage records

 … business databases

 … archived social media

 … offshore leaks data
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Where to get face pictures

- WhatsApp

- google the name

- social media
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