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Facebook-databreach

435,627,630 indexed items from that Facebook dump of recent - ready to be searched upon.
UPDATE 2021-04-28: rest of the data has been indexed, only Iraq and Morocco are missing, as they are inconsistent.
HINT: all fields require full values, no wildcards. phone number field accepts first two digits or full number.

50 queries left until next captcha...

fuck facebook

{‘li1650644738§hm Zuckerbergimale |Married|Chan Zuckerberg Initiative|Palo Alto, California|Dobbs Ferry, New York
S~—




Facebook-databreach

m facebook.com/zuck QA =2 v B > <« K 1

»00k EAP Router Konfigu... @ Namenssuche soz.... EAP login |

Mark Zuckerber

Posts About Friends Photos Videos Check

If the ID comes back as '0', wait a few seconds and try again. Sometimes this trips Facebook's anti-scraping flag.

Bringing the world closer together.

https://www.facebook.com/zuck Find

Founder and CEO at Meta

Works at Chan Zuckerberg Initiative

Studied Computer Science and Psychology at Harvard



From Mark’s phone number to...




... some of Mark'‘s e-mail-adresses

@®@Skopenow: phone number plus name

@Another 15 phone- numbers &16 e-mail-addresses,
@including

@mark@chanzuckerberg.com
®m.zuckerberg@fb.com

®zuck@fb.com

@mark@facebook.com

®mark.zuckerberg@fb.com
®mzuckerb@fas.harvard.edu



mailto:mark@chanzuckerberg.com
mailto:m.zuckerberg@fb.com
mailto:zuck@fb.com
mailto:mark@facebook.com
mailto:mark.zuckerberg@fb.com
mailto:mzuckerb@fas.harvard.edu

Where to go with Mark’s e-mail-address?

@epIos:

mark@chanzuckerberg.com

Last Update
Services

Google Maps

s.harvard.edu

Email
Photo

Hame

Google Maps

THOLEHE

Email

-

s This tool c:ll@.-vs %
several social nef]

Email
Websites

discord.com
"|thub.com
nike.com
samsung.com
spotify.com

twitter.com

wda ttnod.com




Where to go with Mark’s username?

@whatsmyname.app:

€ > C o @ﬁa.ﬁm.@’mg

i Apps @ Facebook () EAP Router Konfigu.. @ Namenssuche soz..

') EAPlogin (i’ FOCA JSONtoCSV

Found: 36 Processef: 3

Category: social

Account Found

Category: gaming

Account Found

Category: hobby

Account Found

Category: blog

Account Found

Category: shopping

Account Found

Category: health

Account Found

Category: music

Account Found

Category: business

Account Found

Category: social

Account Found
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Deep Back Archive

123 days and 6 hours remaining.

schic

E-Mail v

O Match ESEREY
SEARCH Wl ENE

Name

IP Address

Password

User ID



Deep Back Archive

123 days and & hours remaining.

schmic|| N | cva v

O Match

SEARCH

AntiPublic / Anti Public 2018 Combolist (77/12/2016)
email schmic

password

AntiPublic / Anti Public 2016 Combolist (?7/12/2018)

email schmic
password pckd

N8)
userid 4318
email schmic
username liebes
password  Ox03FEA12014D89FF8& 3815652B563A8

userid



Data from databreaches

https://leak-lookup.com/

https://leakpeek.com/

https://breachdirectory.org/passwords.html

https://eyeofqgod.qglobal/ https://leakcheck.io/
https://github.com/jdiazmx/karma/tree/dd49cace6f68772397a66b04860c10a93f4eb
2505
http://Xjypo5vzgmo7jcabb322dngbsdnp3amd24ybx26x5nxbusccikm4pwid.onion/

http://4Awbwabvcpvcr3vvidgkhppgys56urmicj2vagu2igap3z656xcmfdbiqgd.onion.pet



https://leak-lookup.com/
https://leakpeek.com/?fbclid=IwAR2s1GHColU6Xl1jIfURgie8aAx9THRKfaAfar8aKp_sx9rwx9Epw4UZYdM
https://breachdirectory.org/passwords.html?fbclid=IwAR2s1GHColU6Xl1jIfURgie8aAx9THRKfaAfar8aKp_sx9rwx9Epw4UZYdM
https://eyeofgod.global/?fbclid=IwAR0WfsNEYZmrPAw_LFYw8Fmy7md5ymvWfZG-mT2dq55rD3PSgRk7XbAyLCw
https://leakcheck.io/?fbclid=IwAR2D31kWNN4cbnjem1iRtoFcSjT0RA3WjJZ_vKdhsKpKBOsKQHi5nDyOOxA
https://github.com/jdiazmx/karma/tree/dd49cace6f68772397a66b04860c10a93f4eb505?fbclid=IwAR0NXFu6-R1zkQq3GcJ8_I7s_hf6ZQCdAB56rXtZIW_RjCm8ILzkeIZUhtM
http://xjypo5vzgmo7jca6b322dnqbsdnp3amd24ybx26x5nxbusccjkm4pwid.onion/?fbclid=IwAR0SKWb9AgteMWd7I4OarkJu0w7LSZaPMAz2Djb2oIYMTx8QKz9y8znVPEQ
http://4wbwa6vcpvcr3vvf4qkhppgy56urmjcj2vagu2iqgp3z656xcmfdbiqd.onion.pet/search?s=1141466387

pipl

biggest people searcb engine worldw1de
’

more~than 3 bildion profiles

e

’

stopped offering aézess,to journalists

in Europe due to GDPR regulations

'



Results for
Emmanuel Macron
France

rothschild

Qriginal Search

Emmanuel Macron

Print

emmanuel macron

Emmanuel Macron

Male, Speaks French

From Canada, France, Guinea, Luxembourg and Togo

Emails

emmanuel
emmanuel
emmanuel
jvoiturier@

contact@e

Phones

+ o+ o+
L (W8] L
(W8] (8] [9¥]
o O o O

+
L
(%]

emmanuelmg
emmanuel.m
uriopss.centr
emmanuel.m

emmanuel.m

% OLIVER



Where to get phone numbers and
email addresses?

Skopenow
Forgotten-pw-Trick
Guessing

Pipl

Lusha

Signal hire

Rocket reach
Contact out



Additional sources for phone numbers

dehands
ememain

Autotrader <3) carsguide

Ebay classifieds

(forgotten-pw-trick on
several services)

Gumtree

Leading classifieds sites in the UK,
ia ar outh Africa

mobile.de
automobile.it
ading online vehicle marketplaces

2 Marktplaats

Netherland’ s #1 classifieds site



Investigaions
with phonenumbers



213880 BN = Gl 15%8
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21:138 8 08 BN= Gl 15%

() @& api.whatsapp.com/send/?phon (1)

@ WhatsApp 6ffnen

Chat auf WhatsApp mit +49 175

WEITER ZU CHAT

Du hast WhatsApp noch nicht?
Herunterladen




211388 08 BN= Gl 15%8
¢ g

—

+49 175 |

C e 2 Q

Audio Video  Speichern  Suchen

Bei der Arbeit
30. Juli 2021

Benachr. stummschalten
Eigene Benachrichtigungen

Sichtbarkeit von Medien

Verschliisselung

Nachrichten und Anrufe sind
Ende-zu-Ende-verschliisselt. Tippe zum
Verifizieren.

Selbstléschende Nachrichten
Aus

I O




Investigaions
with phonenumbers



Find a real name behind a
phone number using Telegram

@ Create a new contact with the phonenumber in telegram

@ Open the contact - and delete it. You'll see the name of the
user



-~

&  Add Contact

Germany

+49

174

Delete contact

Are you sure you want to delete this

contact?

CANCEL

DELETE

17:32

&~

‘ ’ Clat

Info

Unknown

Notifications

)

)
]

BNA Gl 46%m




Investigations with emailaddresses

Skype



Skype

OK  Oliver Klein ves

gerhardt_lives@-

Alle Kontakte Nachrichten Gruppen . ®
- ” Willkommen, Oliver

Suche schnell nach Personen, Nachrichten und

X

Gruppen.
SKYPE-VERZEICHNIS
Gerhardt
ce © g [N
© Germany

gerti

e
g 8 ge

Du kannst deinen Freunden mitteilen, wie es dir geht /

EINEN FREUND EINLADEN

Freunde einladen
e Deine Freunde sind nicht da? Sende Unterhaltung beginnen

ihnen eine Einladung zu Skype!

Du kannst nach jemandem suchen, um zu chatten.
Du kannst auch in den Kontakten nachsehen, wer
verfiigbar ist.

Versuche, das Konto zu wechseln, wenn deine Kontakte oder dein Unterhaltungsverlauf nicht angezeigt werden.
Weitere Informationen




Investigations with emailaddresses

Skype
Google hangouts

Epieos



Investigations
with usernames

Find more profiles and information with



< C & paypal.com/paypalme/chillkr-{§G—_ 2 ¥

Peter
@chillk

Anfordern Senden

Diesen Link melden
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A bit more one skopenow

S KO P E N OW Why Skopenow?  Solutions Resources Pricing Contact Sales  Sign In

Solve problems,
without the busywork.

@ Accelerate due diligence at scale.

Automated Intelligence

The quick and intelligent solution for

open source research and investigations.

Request a Trial




Instagram

= httpssfwwew Instagram com

1| Accord IHGCP2F75AA082426 :
U0 oo (g
~" Subject's Photos :
4 -
o 53 ~" Sublect's eos | 0
v’" Fio a :
+49 491782576190 i /| Followers (0
fgle] i o fale] i i
+49 491 782576191 9 0 09/22/2019 08/22/2020

from: 09/01/2007 to 08/22/2020
from: 0S/012007 to 08/22/2020

from: 09/01/2007 to 09/22/2020




What skopenow does...

® ... checking people
databases

@ ... checking social media

@ ... checking broader web
content

My summary:

Usually it does within
minutes most what | do
within the first hour of
Investigating a person

Recent additions include...

33

® ... data from the darknet incl.
passwords

® ... databases on car
registration

.. reverse image

.. marriage records

.. business databases
.. archived social media
.. offshore leaks data

©@ © ® ®© ®



Inside People Databases

what info they have
and what journalists can do with it

Dataharvest 2022, May 21st

Oliver Klein & Marcus Lindemann



Where to get face pictures

- WhatsApp
- google the name
- soclal media



My name is Carmen, | am from London,
UK, and | live in Praedium,
Gemeinschaft, Frankfurt. | am a
professional cryptocurrency data
analyst, mainly analyzing and investing
in cryptocurrencies. |

Wow, that sounds interesting!!
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GO Zgle ‘ HScree...cebook.jpg % | tight X m

R il S R

tight - Englisch-Deutsch Ubersetzung | PONS

Ubersetzung Englisch-Deutsch fiir tight im PONS Online-Wérterbuch nachschlagen! Gratis
Vokabeltrainer, Verbtabellen, Aussprachefunktion.

i~ R

) Optisch ahnliche Bilder

Feedback geben



6

) @ r/DatingApps Reddit durchsuchen
Gepostet von u/wraithkelso3417 vor 13 Tagen

=

Hmmmm ) I sense a scammer GLLD

Edgar, 27

Just joined

A passionate woman, looking for
elationship




searchd4faces.com K f 8 & W © Q0 6 =

Vkontakte-Profilfotos

Gesamtzahl der Personen in der Datenbank: 1.109.563.766 (berechnet 100 % aller) .
Abholzeit : von 11-2019 bis 11-2020 .
Sucherfolgsrate : 68,79 % .

Quelle

VK.COM - Profilfoto andern

Boden
Jedes Geschlecht
Das Land

Beliebiges Land

Ergebnisse

lustig

Alter

0

Die Stadt

Irgendeine St

15
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# search4faces.com/vk01/index.html

searchdfacescom K f 8 & W QA Q0 6 =

Marina Kuznetsova

Ubereinstimmung : 62,24 %
21.11
Russland, Kaliningrad

Marina Kuznetsova

Ubereinstimmung: 59,02 %
21.11
1 Russland, Kaliningrad

& © w sH

m o e o6 ®x»00@

‘ Marina Kuznetsova

Ubereinstimmung: 56,80 %
21.11
Russland, Kaliningrad

Marina Kuznetsova

Ubereinstimmung: 54,86 %
21.11
Russland, Kaliningrad

Marina Kuznetsova

| Ubereinstimmung: 54,29 %
21.11
Russland, Kaliningrad

Marina Kuznetsova

21.1
Russland, Kaliningrad

Marina Kuznetsova

Ubereinstimmung: 53,87 %
21.11
Russland, Kaliningrad

Marina Kuznetsova

Ubereinstimmung: 53,66 %
21.11
Russland, Kaliningrad




C @& vkcom/id221267399 @ B % sH B P A& a b !
m Q_ Suche registrieren
Marina Kuznetsova zuletzt gesehen 18 Apr. um 21:43

@marina_kuznetsova996

Geburtsdatum: 21. November

Stadt: Moskau

Musik

‘ﬁ Seite: https://sobrightdress.com/
Videos
&, Communities 369 128 161
00 Mini-Apps Abonnenten Eintrage Fotos
00
(<) Spiele

Marina's Fotos 161

Als Freund hinzufiigen

Abonnements 20

D Kenckas onexaa SO
BRIGHT

Kaxabii ieHb — U eCTb
cobbiTue! Hacnaxpgantecb
MOMEHTOM, a Hallu

Marina's Eintrage
a Post Meridiem

Poccuitckuii 6peHp

e ? Marina Kuznetsova
) B i e 13. Mrz. um 0:29




albums221267399

972z=

39

vk.com/id221267
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mailto:lindemann@autorenwerk.de

