
Dataharvest 2021



Why stalking ourselves?

 We did it and learned a lot from it.

 Do not play around with personal data for training

purposes.

 Some onging investigations we cannot share (yet).

 Better judgement on how (in)complete the results are.



Reverse image search

 Google: 1 result (source data)

 Bing: 2 (both unique)

 Tineye: 2 results (source plus 1 unique)

 Yandex: 0 results (even with Russian IP)

 Pimeyes: 4 results (1 unique)

 Several pics were not found at all.



Stalking Oliver

 Where does his dog live?



Tool: http://exif.regex.info/exif.cgi

http://exif.regex.info/exif.cgi




Stalking Oliver



Stalking myself: Маркус Линдеманн



Маркус Линдеманн - one pic only



Stalking myself: "Lindemann, Marcus"



Data from databreaches

 Dehashed.com $

 Snusbase.com $

 Input/Output: name, nickname, mail, phone



Case 1: Elena Fedotova

Text hinzufügen

 nickname

 IP-address



Case 2: Ruben Altena



Once again: pipl



Case 3: myself



Skopenow



Skopenow



Skopenow



Nasty Telegram



Nasty Telegram II



Paypal: from mail or phone to name



My conclusions

• The internet has Alzheimer: information gets lost 

permanently (or at least gets unsearchable)

• For reverse image search use all the big four engines 

plus pimeyes.

• People-Databases (incl. Breaches) are very effective.

• Don't expect Google to be precise, play around.



Additional hints

• Google books grows massively and has reliable year-data

• Google Alerts does not cover everything (reason unknown).

• Searching with different character sets is awarding.



Links from the audience

 https://github.com/pielco11/telescan

 https://www.youtube.com/watch?v=e_aXQYq2l6U

You need help? Additional tools? 

Contact me: lindemann@autorenwerk.de

https://github.com/pielco11/telescan
https://www.youtube.com/watch?v=e_aXQYq2l6U
mailto:lindemann@autorenwerk.de

