Dataharvest 2021

STALKING OURSELVES ||

INVESTIGATING SOMETHING WE KNOW
SERAFIN REIBER, OLIVER KLEIN & MARCUS LINDEMANN



Why stalking ourselves?

® We did it and learned a lot from It.

@ Do not play around with personal data for training
purposes.

® Some onging Investigations we cannot share (yet).

@ Better judgement on how (in)complete the results are.



Reverse image search

® Google: 1 result (source data)

® Bing: 2 (both unique)

® Tineye: 2 results (source plus 1 unique)
® Yandex: O results (even with Russian IP)
® Pimeyes: 4 results (1 unique)

® Several pics were not found at all.



Stalking Oliver

® Where does his dog live?

AUFGABE 4

Geolocation

Oft stecken mehr Informationen in Fotos, als man denkt - und
manchmal offenbaren sogar Hunde unfreiwillig die Adresse
ihres Besitzers!

. Wo wohnt Hund “Ouzo"?

. Finden Sie seine genaue Adresse und das Stockwerk, in
dem er wohnt.



Basic Image Information

1 . https ina 0 8/09/wo JBZO ¢376.1ps WV ® [11] 3 2 ¢ = = o2 3\
Target image: bttps:/reche = s : gt : 1) Main image displayed here at 44% width (19% the area of the original)

Camera: samsung SM-P600
Lens: 34mm
(Max aperture £2.4) (shot wide open)
Exposure: Auto exposure, Program AE. 1/33 sec. £2.4, 1SO 200
Flash: none

Date: Septembex 76 2018 12:24:53PM (timezone not specified)

ths, 18 hours, 43 minute= 2 s 200, assuming image timezone of 1

Location: Latitude/longigitle: » 17" 43" North, 9° 7' 2" East
.9.117222)

Map via embedded coordinates at: G . Yahoo, WikiMapia, OpenStreethlap
(also see the Google Maps pane below)

Altitude: 178 meters (384 fee
Timezone guess from earthtools.org: 1 hour ahead of GMT

1,024 x 576 JPEG
70,752 bytes (69 kilobytes)

Tool: http://exif.reqgex.info/exif.cqi



http://exif.regex.info/exif.cgi​
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Stalking Oliver

https_//imapio.net » ex
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Stalking myself: Mapkyc AMHAe MaHH
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Mapkyc A\MHAemaHH - one pic only

Q -’J’GLE "Mapkyc JinHgema

PINLATNLA TN N




Stalking myself: "Lindemann, Marcus"

GD glE Books &quot;Lindemann Marcus&quot; Q,

2 Ergebnisse fir "Lindemann Marcus” in diesem Buch - 2 Ergebnisse werden angezeigt

Lindemann Marcus
10405 m .

Fax. Ostermann Beate
m_li Vorbergstr. 10
— 1A Herlin

SEITE 501

& Famner Barlin
Lefiner Viden- &
Lejman T
LENART Ag
Lempach
1 Lemke Ting Lingzrmann Bagios Werhaaneniur
| andpzyprhzand des M Fmmin i | inddarmann blarris 5




Data from databreaches

® Dehashed.com $
® Snusbase.com $

@ Input/Output: name, nickname, mail, phone



Case 1: Elena Fedotova

What's DeHashed and those results?

DeHashed is a public data search-engine created for Security Analysts, Journalists, Security
i inai and

Comnanisa and svervdawv nennle to haln secura accaunta and orovide inginht an hreachea

fedlenS[@Agmail.com

Source d from MyFitnessPal data =
Email fedlen9@gmail.com
Username Ob]
I.P. Address 12B.68B. .w.n . -

Text hinzufligen

® nickname
® |IP-address



Case 2: Ruben Altena

Results:
wcousa of the noture of the disploysd dats. no guarantse con be andfor is made regarding its accuracy
) What's DeHashed and those results?
rubenaltena®-—-"' -=m
DeHashed is a public data search-engine created for Security Analysts, Journalists,
Sourced fro | LastFM data =

Security Companies, and everyday people to help secure accounts and provide insight on
breaches and account leaks. DeHashed can also be used for investigations & frawd
prevention.

What can | search for?

rubenaltenafomail ~am

Sourced fi ‘m Dropbox data = Email rubenaltenafigmail.com

Passwaord vi’

rubenaltena@gmail.com

Sourced from DropBox.com data —)

A



Once again: pipl

Results for

Ruben Altena (+31 6 2D

and Dutch

E d . Netherlands

¥ rubenaltena

Possibly Related Social

Places




Case 3: myself

11 148MS
RESULT(S) FOUND SEARCH ELAPSED TIME

Results:

Becausa of the nature of the displayed data. no gquarantss can ba andfor is mada regarding its accuracy

lindemann@autorenwerk.de

Sourced from Dropbox data

A

lindemann@autorenwerk.de

Sourced from MetEase data

A

lindemann@autorenwerk.de

Sourced from Adobe data
A

13,355,474, 647 44,348
ASSETS SEARCHED AGGREGATED DATA WELLS

What's DeHashed and those results?

DeHashed is a public data search-engine created for Security Analysts, Journalists,
Security Companies, and everyday people to help secure accounts and provide insight on
breaches and account leaks. DeHashed can also be used for investigations & frawd
prevention.

What can | search for?

Email lindemann@autorenwerk.de

Password



Skopenow

SKOPENOW




Skopenow

lindemar

lindemar

Image Match Marcus Lindemann Uncertain Match




Skopenow

SKOPENOW




Nasty Telegram




Nasty Telegram |l

+4015214303689

Motifications
Share contact
BlockTI5

Clear history

Delete conversation

Contact info

Motifications

Block user

Clear history

Delete conversation




Paypal: from mail or phone to name

Letzte Woche

21. Mai

@ SR - 0,01 EUR

Celd gesendet
Vor zwei Wochen

e - - 0,01 EUR

14. Mai
Geld gesendet

+44 7418600561 hat die Zahlung noch nicht akzeptiert.

| Stornieren |

@ M YD +1,00 EUR

Geld erhalten




My conclusions

The internet has Alzheimer: information gets lost
permanently (or at least gets unsearchable)

For reverse image search use all the big four engines
plus pimeyes.

People-Databases (incl. Breaches) are very effective.

Don't expect Google to be precise, play around.



Additional hints

Google books grows massively and has reliable year-data
Google Alerts does not cover everything (reason unknown).

Searching with different character sets is awarding.



Links from the audience

® https://github.com/pielcoll/telescan
® https://www.youtube.com/watch?v=e_aXQYg2/6U

You need help? Additional tools?
Contact me: lindemann@autorenwerk.de



https://github.com/pielco11/telescan
https://www.youtube.com/watch?v=e_aXQYq2l6U
mailto:lindemann@autorenwerk.de

