
Digital
Security



• Why do we need to encrypt?
What can we learn from Dudajev, Natanz and Snowden?  -

• THE TOOLS:

– SIGNAL - 10 minutes (Fredrik) 
– Quick and Dirty Encryption

– Tor - 5 Minutes (Serena) 
– Hide yourself!

• DOs and DONT’s
(Serena) 10 minutes

• PGP - MAILVELOPE 
The ever important email 
encryptionData harvest
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Threat 
level

Think…



Dzhokhar Dudajev
Chechen president

Think…





• Using Telegram in 
Syria…

with proprietary encryption…
…provided by two peace-loving 
Russian brothers.  

Think…



Natanz, and Stuxnet

Think…



Natanz, and Stuxnet

Think…



* YOUR threat level?
* SOURCES´s threat 
level?
- Police investigation?
- Corporate investigation?
- Libel action?
“discovery”

Worse…  car bomb…

Think…

Threat 
level



Signal
TOR
PGP for webmail

Tools



Love all,
Trust a few

But paddle your 
own canoe...

• Threats are real
• Encrypt
• Good passwords
• Get on top of your 

technology

Email and 
online traffic

– a sea change 
in surveillance



SIGNAL
Whisper 
systems

• Simple 
–encrypted SMS
–Internet based 

(not mobile network) 
= Cheap!

• Any smartphone
– iOS or Android

Swedish Television

FREDRIK LAURIN
Swedish Television



SIGNAL
Whisper 
systems

• Simple 
–encrypted SMS 

• Any smarthone
– iOS or Android
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SIGNAL
Whisper 
systems

• Open Source
–It´s audited

• AES encryption 
– same as PGP

FREDRIK LAURIN
Swedish Television



SIGNAL
Whisper 
systems

• Uses your standard 
phonebook
–Automatically syncs 

with other Signal 
users

–Whisper Say they 
don’t save address 
book…FREDRIK LAURIN

Swedish Television



SIGNAL
Whisper 
systems

• Desktop version 
• syncs with phone
• Efficient

FREDRIK LAURIN
Swedish Television



Tor
- the onion 

router

SERENA TINARI
Re-Check.ch

• Hide your tracks







PASSWORD
- the daily headache

SERENA TINARI
Re-Check.ch



Contact me!

Fredrik Laurin

fl@trojkan.se

+46708326202





do not 
click
- why? 

Because

nowadays it can turn out 
nasty…. the most if your 
government doesn’t really 
like journalists and human 
rights defenders.


