Securing the cross-border team - helpful resources #EIJC20

Communication & video conferencing:

Signal https://signal.org/de/download/

Jitsi meet instances:

https://jitsi.github.io/handbook/docs/community-instances
https://pads.ccc.deljitsiliste

BigBlueButton instances:
https://flavoursofopen.science/community-run-open-source-tools-for-video-and-text-

collaboration#bigbluebutton

File cloud

Nextcloud providers
https://github.com/nextcloud/providers

Onlyoffice https://www.onlyoffice.com
Collabora office https://www.collaboraoffice.com

Password security

A short guide on how to generate the best passphrases for your digital life.
https://freedom.press/training/three-types-of-passphrases/

Online course about passwords, 2FA and passwords managers
https://learn.totem-project.org/courses/course-v1:Totem+TP_SP_001+course/about

Password manager

KeePassXC https://keepassxc.org
1password https://1password.com/

Two-factor authentication

How to use Two-factor authentication
https://freedom.press/training/2fa-beginners/

List of websites: https://twofactorauth.org/

General information on online security

How to Dox Yourself on the Internet — A step-by-step guide to finding and removing your personal
information from the internet (by NYTimes).
https://open.nytimes.com/how-to-dox-yourself-on-the-internet-d2892b4c5954

Surveillance Self-Defense https://ssd.eff.org/

have i been pwned? — Check if you have an account that has been compromised in a data breach
https://haveibeenpwned.com/

Security in a Box - Digital security tools and tactics
https://securityinabox.org/en/
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