DIGITAL SECURITY FOR JOURNALISTS
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NSA Prism program taps in to user data
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-=¢d The National Security Agency has obtained direct access to the systems of Google,
Facebook, Apple and other US internet giants, according to a top secret document
obtained by the Guardian.
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VIDEO CONFERENCES
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VIDEO CONFERENCES
WORK SECURELY FROM HOME
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VIDEO CONFERENCES
WORK SECURELY FROM HOME
SECURE COMMUNICATION
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VIDEO CONFERENCES
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WHAT PLATFORM TO USE?
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SECURITY IS NOT
(JUST) ABOUT TOOLS
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BUT ABOUT LOGIC THINKING
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MAKING A RISK ASSESSMENT
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WHAT DO | WANT TO PROTECT
FROM WHOM
AND HOW CAN THEY ATTACK?
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DON'T SHARE LINKS PUBLICALLY

Require a password when scheduling new meetings O

A password will be generated when scheduling a meeting
and participants require the password to join the meeting.
The Personal Meeting ID (PMI) meetings are not included.

Require a password for instant meetings (:)

A random password will be generated when starting an
instant meeting
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DISABLE SCREEN SHARE

Disable desktop/screen share for users 0

Disable desktop or screen share in a meeting and only allow
sharing of selected applications.

Annotation O

Allow participants to use annotation tools to add information
to shared screens
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MODERATE & REPORT

Report participants to Zoom ()

Hosts can report meeting participants for inappropriate
behavior to Zoom's Trust and Safety team for review. This
setting can be found on the Security icon on the meeting
controls toolbar.
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ONLY ALLOW APPROVED USERS IN

Only authenticated users can join meetings O

The participants need to authenticate prior to joining the
meetings, hosts can choose one of the authentication
methods when scheduling a meeting.

Only authenticated users can join meetings from O
Web client

The participants need to authenticate prior to joining
meetings from web client
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KEEP SENSITIVE INFORMATION
ON A SECURE PLATFORM
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WORKING SECURELY FROM HOME
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BEWARE OF
PHISHING
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LURING YOU TO
GIVE OUT PASSWORDS
OR INSTALL MALWARE
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HACKERS KNOW HOW
JOURNALISTS WORK
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FAKE LOG IN SITE
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Human Trafficking Presentation - Invitation to view - Mozilla Thunderbird X

File Edit View Go Message Enigmail Tools Help

& Get Messages  ~ [# Write @@ Chat & Address Book ® Tag ~

L) Replyr “® Reply All ~ || = Forward | More

From Safeena Malik <safeenamalik6@gmail.com> -7

Subject Human Trafficking Presentation - Invitation to view 03.09.2016 12:09

TO

Safeena Malik has invited you to view the following presentation:

[ Human Trafficking Presentation

GoogleDrive: Have all your files within reach from any device.

Google
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Google+ - Tor Browser x

) @ Google+ x \ &

S @ v € ©]|rqeusethanguot.g-puls.viwe.accnnout-loookout.auditi.devisionial-checlkout.inistructiion c ‘!Q Search

Most Visited™ @ Learn more about Tor & The Tor Blog [JToolsv

Google
One account. All of Google.

Sign in to continue to Google+

s — ol

Password

Forgot Password?

One Google Account for everything Google
GMROGL *H»E
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SOMETHING YOU NEED TO INSTALL
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=] I <ot you documents using PDF Mobile Service: [Why American Elections Are flawed, 11/09] - Temporary Items

@. -~
¢ Meeting ¥ . eE Junk ¥ =, I> v
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Dolete  Reply Reply Forward © * Attachment Move (3, Rules+ Read/Unread Categorize Follow
All Up

sent you documents using PDF Mobile Service: [Why American Elections Are flawed, 11/09]

@fas.harvard.edu>
Wednesday, November 9, 2016 at 09:18
To:

Harvard PFD Mobile Service :
RWP_16-038_Norris. ZIP DOWNLOAD

CODE: 8734

Thank you for using Harvard PFD Mobile Service for secure document delivery.
If you have any questions, find out more at hitp://security. harvard.edu/

Information Security
Vg H A RVAR D security.harvard.edu

LY Information Security

1414 Massachusetts Avenue, 3rd Floor Cambridge, MA 02138. Admin Login. OpenScholar
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TIP
GO DIRECTLY TO THE SITE
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TIP
CHECK THE ADDRESS BAR
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Most Visitedv & Learn more about Tor @ The Tor Blog [ Tools v
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TIP

OPEN SUSPECT DOCUMENTS IN
GOOGLE DRIVE
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PROTECT ONLINE ACCOUNTS
WITH 2FA AND GOOD PASSWORDS
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2-FACTOR AUTHENTICATION
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/ B Two Factor Authenti x \\
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C' | @ Secure | https://www.turnon2fa.com/tutorials/ &

Learn How to Turn On 2FA Now!

Turn It On

Most Popular —

Instagram

Amazon
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MAKE STRONG PASSWORDS
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USE A PASSWORD MANAGER
TO AVOID REUSING PASSWORDS
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INSTALL YOUR UPDATES
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PROTECT YOUR WIFI AT HOME
WITH A STRONG PASSWORD
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BEWARE OF STORING DATA
WITH THIRD PARTY SERVICES
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WHO HAS ACCESS TO YOUR
COMPUTER AT HOME?
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Worklife Tra

@ BBC Account

[ele]C
NEWS

‘\Home US Election Coronavirus Video

World | UK Business | Tech Science | Stories Entertainment ¢

How Minecraft undermined my
digital defences

By Mark Ward

Technology corresp ondent, BBC News

( 9 March 2016
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KEEP SENSITIVE INFORMATION
ON A SECURE PLATFORM
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SECURE COMMUNICATION




END TO END ENCRYPTION
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BOTH ENDS OF THE
COMMUNICATION
HAS THE APP
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SIGNAL
PRIVATE MESSENGER
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OPEN SOURCE
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EASY TO USE
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STORES VERY LITTLE
META DATA
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Account Information
N/A

Last connection date: ||| NEGEGz0ix minis
Account created: _Unix millis
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o, signal

Q cancel

INSTALL SIGNAL

Signal - Private Mess...
Social Networking
*kkkK

OPEN

Voice of vVideo Calls Send Anything

Messenger
OPEN

Q Text and Video Chat
i‘i.Editors‘ Choice ‘

tos and videos
calls from anywher®

Capture phot
with fun art and effects
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Signal workshop 14/04/2018

Tusen takk! Thank you SO much! &

1 14/04/2018

© Attachment

Stian Eisentrager 14/04/2018

You set disappearing message time
to 1 day.

Liv Iren Hognestad 14/04/2018
© Attachment

Journalism project 13/04/2018

You set disappearing message time
to 1 day.

lige over )

° Andreas 12/04/2018

Project 12/04/2018

|f we create @ group convo on the
phone, we can continue the conver...

Tine Johansen 10/04/2018
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SEND A MESSAGE




il N Telenor 3G © 18.38

4 Aslak Ransby

here for settings

Tap

Hi Aslak! Is this encrypted now?
Delivered

is signal conversation is

Yep, th
conﬁdenﬂa\ 3

encrypted and

Aslak Ransby
Wow, that was easy! And we can
also send pictures, documents

and even GIFs oot

Delivered

@
. YPTOGUIDE @FREJAWEDENBORG



CALLS AND
VIDEO CHATS
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PICTURES TAKEN
IN SIGNAL STAY
IN SIGNAL
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il N Telenor 3G < 18.45

4 Aslak Ransby
Tap here for settings
Hi Aslak! Is this encrypted now? P
Delivered I ( T U R E S T ﬂ
Yep, this signal conversation is | K E N
encrypted and confidential r‘ I N S I G N L
Wow, that was easy! And we can I TA I

o send pics and documents

Aslak Ransby
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e New Message

Q_Search by name orf number

Find by Phone Number U S E G RO U PS
IN SIGNAL

Invite Friends to Signal

A

@ Adam O.

(T Abert Schmidt Meller

@ Alexander Sjoberd
@ Alexander Sokoler

@ Allan Graversen Vester\und

AZ
B
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D
E
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|
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il N Telenor 3G ©

{ New Message New Group

@ Journalism project|

CONTACTS

USE GROUPS
IN SIGNAL

Add by phone number

@ Adam O.

\ Albert Schmidt Maller

@
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il elisa 4G 11.40 4 % 67 %, [l )

4 Journalism project
1d

o e o EXCHANGE FILES
ETC. - BETTER
THAN EMAIL!

@ You set disappearing message time to 1 day.

Today 11.39

e this group for
alism project =

Delivered t S

Hi! We can us

our joint journ

E conﬁdential-tr...ns—2810’\.pdf
129 KB

Great! Here is the conﬂdential
d about. Please

report we talke
don't share it outside the group-

g Aslak Ransby
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{ Back Group Info

(o]
0
o
0]

@

Journalism project

All Media

This group can see your profile.

Disappearing Messages O

When enabled, messages sent and received in this
conversation will disappear after they have been
seen.

Messages disappear after 1.day-

_ -\ _‘-—-

GROUP MANAGEMENT

o0t
S
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Edit Group

Group Members

DISAPPEARING
MESSAGES



736-4846 ~Penguin + v/ Verified

Signal

Are you marching inland this autumn?

utes ngo

-~

736-4846 ~Penguin now
Yeah. Want to meet for sushi at the ..

Voltairine de Cleyre 4 Hours
1 am! The ages on the ages roll: And ..

R N

OP9 >

Jules Bonnot 6 Hours
Did you book the limousine?

o
n

Yeah. Want to meet for sushi at the usual
place?

Vera Zasulich 10 Hours
So you will understand, Citizen, how ..

Wilhelm Reich 13 Hours
You'll have a good, secure life when ..

i an
8 B
—————
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SIGNAL

\ FOR DESKTOP

https://signal.org/download/



Signal

Seg... Journalism project
d
2 Journalism project 35 minutter Updated the group. Title is now ‘Journalism project’. Freja S I G N A L
Great! Here is the confidential rep... Wedenborg, Aslak Ransby joined the group.
40 minutter siden &
® You set the timer to 1 day. FO R D I S K I 0 P

Hi! We can use this group for our joint journalism project ®

o B https://signal.org/download/

confidential-transactions-28101.pdf
129.25KB

Great! Here is the confidential report we talked about. Please
don't share it outside this group.

35 minutter siden X

(=

(:) Send en besked

#CRYPTOGUIDE @FREJAWEDENBORG




SIGNAL WORKSHOPS
THURSDAY 13.00 & 14.30
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https://ssd.eff.org/
https://cryptoguide.dk/
https://cybernauterne.dk/blog/
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QUESTIONS?
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