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SECURE COMMUNICATION
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VIDEO CONFERENCES

#CRYPTOGUIDE  @FREJAWEDENBORG



WHAT PLATFORM TO USE?
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SECURITY IS NOT
(JUST) ABOUT TOOLS
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BUT ABOUT LOGIC THINKING
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MAKING A RISK ASSESSMENT
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WHAT DO I WANT TO PROTECT
FROM WHOM

AND HOW CAN THEY ATTACK ?
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RISK ASSESSMENT

#CRYPTOGUIDE  @FREJAWEDENBORG



#1
DON’T SHARE LINKS PUBLICALLY
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#2
DISABLE SCREEN SHARE
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#3
MODERATE & REPORT
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#4
ONLY ALLOW APPROVED USERS IN
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KEEP SENSITIVE INFORMATION
ON A SECURE PLATFORM
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WORKING SECURELY FROM HOME
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BEWARE OF
PHISHING
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LURING YOU TO 
GIVE OUT PASSWORDS 
OR INSTALL MALWARE
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HACKERS KNOW HOW 
JOURNALISTS WORK
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FAKE LOG IN SITE
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SOMETHING YOU NEED TO INSTALL
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TIP

GO DIRECTLY TO THE SITE
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TIP

CHECK THE ADDRESS BAR
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TIP

OPEN SUSPECT DOCUMENTS IN 
GOOGLE DRIVE
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PROTECT ONLINE ACCOUNTS
WITH 2FA AND GOOD PASSWORDS
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2-FACTOR AUTHENTICATION
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MAKE STRONG PASSWORDS
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USE A PASSWORD MANAGER
TO AVOID REUSING PASSWORDS
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INSTALL YOUR UPDATES
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PROTECT YOUR WIFI AT HOME
WITH A STRONG PASSWORD
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BEWARE OF STORING DATA 
WITH THIRD PARTY SERVICES
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WHO HAS ACCESS TO YOUR 
COMPUTER AT HOME?
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KEEP SENSITIVE INFORMATION
ON A SECURE PLATFORM
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SECURE COMMUNICATION
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END TO END ENCRYPTION
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BOTH ENDS OF THE 
COMMUNICATION

HAS THE APP
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OPEN SOURCE
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EASY TO USE
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STORES VERY LITTLE
META DATA
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INSTALL SIGNAL
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SEND A MESSAGE
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CALLS AND 
VIDEO CHATS
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PICTURES TAKEN
IN SIGNAL STAY 

IN SIGNAL
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IN SIGNAL STAY 

IN SIGNAL
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USE GROUPS 
IN SIGNAL



USE GROUPS 
IN SIGNAL
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EXCHANGE FILES 
ETC. – BETTER 
THAN EMAIL!
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DISAPPEARING 
MESSAGES
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SIGNAL 
FOR DESKTOP

https://signal.org/download/
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SIGNAL 
FOR DESKTOP

https://signal.org/download/



SIGNAL WORKSHOPS
THURSDAY 13.00 & 14.30

#CRYPTOGUIDE  @FREJAWEDENBORG



https://ssd.eff.org/
https://cryptoguide.dk/

https://cybernauterne.dk/blog/
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