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SECURITY IS NOT (JUST)
ABOUT TOOLS
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IT'S ABOUT
ANALYZING YOUR SITUATION
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SECURE COMMUNICATION
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SIGNAL
PRIVATE MESSENGER
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END TO END ENCRYPTION
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BOTH ENDS OF THE
COMMUNICATION
HAS THE APP
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WHY SIGNAL?
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NON-PROFIT
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OPEN SOURCE
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SUPER EASY TO USE
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STORES VERY LITTLE
META DATA
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DATA & METADATA
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Public Key

. Re: kontakt

This message will be encrypted

Enigmail: Attach My
Fra: Freja Wedenborg <frejawedenborg@gmail.com> frejawede.¥
- Til: Aslak Ransby <aslak.ransby@gmail.com>
Emne: Re: kontakt
Hej Aslak

~ Mvh,

journalist

Den 06/08/15
Hej Freja,

>
>
> Jeg har no
>
>
>

#CRYPTOGUIDE @FREJAWEDENBORG

pet lyder interessant. Min

pu kan verificere m
https://twitter. com

Jeg ser frem til at h

pGp: BEDB26ADCTBD

it fingerp
/frejawedenborg

gre fra dig.

Freja Wedenborg,

offentlige pGP-negle €

rint via min Twitterkol

OC17CE109F7000474C37C8043F17

k1. 19.40 skrev Aslak Ransby:

gle informationer, je

Her er min offentlige PGP-nggle.
kommunikere sikkert?

nto her:

r vedhaftet.

g tror vil interessere dig.

Vil du sende mig din,

s3 vi kan

M kontakt - frej b x \Gk ——

@ hups:// mail.google.com/ mail /#inbox/ 14f0419660b46466

7 GO(;SIG

Gmail - “ )
kontakt indbakke X L. 4 Aslak Ransby
Foj til cirklor
=5 -

l Aslak Ransby Hej Freja, Jeg har nogle informationer, j¢ & 19.40 (for 1 time siden)
ﬂ Ereja Wedenborg <trejawedenborg@gmail: 1952 (for 1 time siden) r=a Vis detalier
1l Astak (=
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Comment: GPGTools - https://gpgtools.ord
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Account Information
N/A

Last connection date: ||| NEGEGz0ix minis
Account created: _Unix millis
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18.259 Wz .

{ Search
Signal - Private

Messenger
Signal Messenger, LLC

B

5.2K RATINGS AGE CHART
4.5 12+ No15
'S & 8 Years Old Social Networking S
What's New Version History. i
Version 3.21.2 17h ago
New features for Signal private groups are now
@ mentions,

available, including group admins,

4 more! Available in new gro more ‘\

group links an

Preview

ctav Private

@
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INSTALLING
SIGNAL




12.31
e Signal o 7
Q_ Search S E
& Signal session 12.26 | I J D I N G
@  You added Bram Vermeer. ! E
A MESSAGE
© |
@ 12.09
@ 09.43
@w 09.38
@ o |
a 01.51 “‘\‘

@
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New Message

SENDING
A MESSAGE

X

Q_  Search by name Of number

;39\ New Group

# Find by Phone Number

P: Invite Friends 10 Signal

A

B
@ Adam O.

198 Adriana
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18.54

{ @ Trine Smitstrup @ o %

Today

SENDING
A MESSAGE

ted this message-

You dele
22m

Hi Trine, this is a little message 1o
is to send securé

show how easy it
and encrypted texts with Signal 2
13m €@

@
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4 @ Trine Smitstrup @ o %

Today

FREJA:
+45 24 26 06 69

you deleted this message.
22m

Hi Trine, this is a little message 1o
is to send securé

show how easy it
and encrypted texts with Signal 2
13m €@
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Q_ Search E
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Select Members Next

CREATING
GROUPS

{ Back

Q_ Search by name or number

# Find by Phone Number

A

O

@ Adam O.

@ Adriana

@ Aleksander Klug
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Name Group Create

CREATING
GROUPS

@ Signal sess'lor{

MEMBERS

@ Trine Smitstrup

ugession” sessions sessional
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- C c > c
show how easy itis to send securé

and encrypted texts with Signal @
13m @

TAKE
A PICTURE

4 New Message

@
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) sy itis 1o send securé

Sarr‘\zweé:z/s;d texts vith Signal @ P I CT U R E S
TAKEN IN SIGNAL
STAY IN SIGNAL

4 New Message
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12.40 =T &

< Signal session

rnaay

£ You created the group-

+0, Trine Smitstrup accepted your invitation to ( H A I

the group.

+0, You added Alexandra Duranovskaya- S E TT

+0, You added Stephan Heffner. I N G S
Yesterday

/ You changed the group name to
ugignal session”.

+0, You added Sabine.
+Q, You added pscl.
+2, You added Akexandros.
+2, You added victoria gaunitz.
+2, You added Dimitri Zufferey:
+2, You added stanley7561.

7~ You updated the photo. !

Today !
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12.32
Edit

& | CHAT
SETTINGS

Signal session
13 members

@ AlMedia

Q, Search Chat

Q Disappearing Messages
When enabled, messages sent and received in this chat will

disappear after they have been seen-

]) Message Sound signal Classic

Not muted

Always Notify

@
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show how easy itis to send securé
and encrypted texts with Signal e
13m €@

SEND YOUR
COFFEE MUGS!

4 New Message
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{ Settings

SIGNAL PIN

Privacy

Change your PIN

PINs keep informati

you can access it. Your profi
restore when you reinstall Si

on stored

PIN Reminders

Reminders help you remembe
recovered. You'll be asked les

Registration Lock

For extra security, T
require your Signal
Signal again.

SCREEN LOCK

Screen Lock

Unlock Signal's screen u
device passcode. You ca

___io call and me
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urn on reg
PIN to reg

ssage

sing Touch D,
n still answer inc
notifications

with Signal encrypted sO only
le, settings, and contacts will
gnal. Learn More

«©

r your PIN since it can't be
S frequently over time.

istration loC

K, which will

ister your phone number with

Face ID, or your i0S

oming calls and

while Screen Lock is

ou to

PERSONAL
PRIVACY SETTINGS



CALLS AND
VIDEO CHATS
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736-4846 ~Penguin + v/ Verified

Signal

Are you marching inland this autumn?

30 minutes ago

& 736-4846 ~Penguin now
% Yeah, Want to meet for sushi at the ...
Voltairine de Cleyre 4 Hours
1 am! The ages on the ages roll: And ..

Jules Bonnot 6 Hours
Did you book the limousine?

Vera Zasulich 10 Hours
So you will understand, Citizen, how ..

9o = TL_ :
Yeah. Want to meet for sushi at the usual
place?

Wilhelm Reich 13Hours
¢ You'll have a good, secure life when .. 2 Bend a messag [

- -

Sy kg
ilateh

R
X5

w b |
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SIGNAL

\ FOR DESKTOP




WHEN NOT TO USE SIGNAL
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eeeee BASE T 22.26 o} ma)
Aslak Ransby
< online DG %
| dag

a De beskeder du sender 09 opkald til
denne chat, er nu sikret med kryptering.
Tryk for mere info.

Hil Are WhatsApp convos really

encrypted t00? 2212 W

But is it as secure as Signal??
2223 W

Yes and no. The message itself is
encrypted the same way as Signal
does and just as secure. But
WhatsApp stores much more
metadata about their users - just
like Facebook.

Uh-ohQO &8 564
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WHATSAPP




eesee 3 3G 06.50 i
Tilbage Kontakt
Aslak Ransby
@ Aktiv nu % =
Til

Q Notifikationer

/  Keelenavne

@ Farve

Ub Emoji

[’::J Hemmelig samtale
@ Vis Facebook-profil

+  Opret gruppe

Bloker

“SECRET” ON MESSENGER
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Aslak Ransby >
Aktiv nu

Hemmelig samtale
Med Aslak Ransby

"% ( 0 Krypteret fra en enhed til en anden

Startside

BETTER THAN NOTHING

Hov! Nu kan man ogsa chatte

krypteret i Messenger o)

Ja, men husk, at Facebook 09
andre apps som fx Telegram
gemmer meget mere metadata

ﬂ end Signal (& m

#CRYPTOGUIDE @FREJAWEDENBORG




QUESTIONS?

(&



